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MS12001 Remote Database Setup

* First, ensure that MS12001 is installed on both the server and the
remote workstation.

* On the computer which will act as the server, you will need to add an
exception to the Windows Firewall.

Click on the ‘Start’ button, type “wf.msc” and press ‘enter’.

This will bring up the Windows Firewall. At the top left-hand side
you will see “Inbound rules”.

Left-click on “Inbound Rules” to see all rules, then right-click on
“Inbound Rules” and choose “New Rule”.

This will bring up the screen on the following page:
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Now add the exception for the program ‘sqlservr.exe’

Select “Program”.
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Rule that controls connections for g TCP or UDP port.
) Predefined:
BITS Peencaching

Rule that controls connections for a Windows experience.

() Custom
Custom nle.

Leam more about rule types
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Select the type of firewall rule to create »
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» Rule Type What type of nule would you like to create? »
@ Program
@ Action
@ Profile
@ MName
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* Choose “This program path” and click “Browse.” Locate “sqlservr” in
C:\Program Files\Microsoft SQL Server\MSSQL\Binn and click «Open».
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e Choose “Allow the connection”.
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File Action View Help

e« |z@E =z H

&3 Inbound Rules

&3 Outbound Rules

¥ Connection Security Rules
» B Monitoring

< I ] »

& Windows Firewall with Advanc{ L | Actions

- T —=1

Name Group Profile  Enabl » | Inbound

?NewlnboundRuleWizud i. : ': :

Action
Speciy the action to be taken when 3 connection matches the conditions specified in the nie

Steps:

@ Rule Type What action should be taken when a connection matches the specfied condtions?

@ Protocol and Ports

- @ Allow the connection
" Action is includes connections that are protected with IPsec as well as those are not
@ Profile
Nesia 7) Alow the connection if it is secure

¢ © Thes includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in |Psec properties and niles in the Connection Security
Rue node.

Leam more about actions
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* Apply the rule to “Domain” and “Private”, “Public” is optional.
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File Action View Help

e 2H - BE

Inbound Rules

N
B3 Outbound Rules =

‘ Windows Firewall with Advance BEUSITLS RN

Group Profile Enabl ~ (b

B Connection Security Rules ? New Inbound Rule Wizard

o

. %, Monitoring
Profile

Steps:

@ Rule Type

@ Protocol and Ports
' @ Action
‘ @ Profie

@ Name

Specy the profies for which this rule applies.

When does this rule apply?

[¥| Domain
Applies when a computer is connected to ts comporate domain
V! Private
s when a computer is connected to a private network locat)
| Public
Applies when a computer is connected to a public network location.
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* Name your rule and click “Finish”.

File = Action View Help

|2

@ Windows Firewall with Advance RIS LT | Actions
Inbound Rules -
&Y Outbound Rules g New Inbound Rule Wizard

Fa Connection Security Rules

i+ B Monitoring Name

Specify the name and description of this rule.

Steps:

v v v v

@ Rule Type

@ Program

@ Action

° Mame:
[

SQLSRV

Profile

Name
Description {optional):
sql server exa|

<Back || Fmsh || Cancel

@Core MNetworking - Dynamic Host Config... Core Networking
< T ]
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* Create 2 more “Port” rules to allow connections to the following:
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TCP: 1433, 135
UDP: 1433, 1434

@& New Inbound Rule Wizard

Protocol and Ports

Steps:

& Rule Type

@ Protocol and Ports
@ Action

@ FProfile

@ Name

Specify the protocols and ports to which this nule applies.

Does this rule apply to TCP or UDP?

@ TCP
) UDP

Does this nule apply to all local ports or specific local ports?

) All local ports

@ Specific local ports: 1433, 135
Bample: 80, 443, 5000-5010

Leam more about protocol and ports

< Back

[ Net> ][ Ccancel
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e Ifyou’re running an SQL server version 2005 or newer (typically for
Windows 10 systems), open SQL Server Configuration Manager and enable
the Named Pipes and TCP/IP protocols (right click > enable)

@ Sql Server Configuration Manager

File Action View Help

o9 7| E= H

‘@ SQL Server Configuration Manager (Local) Protocol Name Status
@ SQL Server Services 5 ; || ¥ Shared Memory  Enabled
_E_ SQL Server Network Configuration (32bit)| | Nicahled
> & SQL Native Client 11.0 Co'nfigur.ation (321 TCP/IP Enable
v _E_ SQOL Server Network Configuration
H- Protocols for MSSQLSERVER Drsatre
> % SQL Native Client 11.0 Configuration Properties
Help
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* Next, restart the SQL server:

& Sql Server Configuration Manager = O X
File Action View Help
X YSAERESR JECEORORG)
*@ SQOL Server Configuration Manager (Local) Name State Start Mode Log On As
d :Qt §°N°' if“"“‘k e PSQL Full-text Filter Daemon Launcher (MSSQLSERVER) Running Manual NT Service\MSSQL...
‘ % SgL 2k c?tw:rn e Igfl'"atmt"1 ( (slzti b eperr (WS SOLTER S e
o %o s:n::N;xork ‘c°n‘f’i" L'l-‘::t::”'f" ) 5QL Server Reporting Services (MSSQLSERVER) 2"t Automatic NT Service\ReportS...
: E{‘ Brckorph b MSSQLSEgRVER {-')SQL Server Browser Stop Other (Boot, Syste... NT AUTHORITY\LO..
: % SQL Native Client 11.0 Configuration @SQL Server Agent (MSSQLSERVER) Pause Other (Boot, Syste... ~ NT AUTHORITYANE..
Resume
Restart
Properties
Help
WWwWw.jgroptics.com ;5 ptics



MS12001 Remote Database Setup

Now we need to determine the ip address of the server machine.
Click “Start” and type “cmd”, press “enter”.

This will bring up the command prompt.
Type “ipconfig” and press “enter”.

Microzoft Windows [Verszion 6.1.76011]
Copyright <c? 2018 Microsoft Corporation. A1l rights reserved.

m| m

C:sUzers JGR-M512-CAL>ipconfig
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* You will see the screen below, the IPv4 address is circled and
will look similar to 192.168.1.150. Note this address and close
the command prompt.
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s . - ==

C~Uzsers~JGR-M512—CAL>ipconf ig

m

Windows IPF Configuration

Ethernet adapter Local Area Connection:

Connection—=specific DNS Suffix

Link—local IPv6 Address . . . . . L Lt feeTinte?fdaccodzalblxil
IPuv4 Address. - . - . . - . . - . . 192 _168.1.15H4

Subnet Mask . . . . - & &« &« &« o« . H S

Default Gateway . . . . . - . . - = 192_.168.1.1

Tunnel adapter iszatap.{E4955FBD-9FD1-4BS5A-85F9-424CBF3EDBFC::

Media State . . . - - . . - . . - = Media disconnected
Connection—specific DNS Suffix

Tunnel adapter Teredo Tunneling Pzeudo—Interface:

Media State . . . . . . . - . . . : Media disconnected
Connection—specific DHS Suffix

C:wUzers~JGR-MS12-CAL> Y
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* Now, on the remote workstation open MS12001. In “Supervisor” mode go to Settings ->
Database.

* Choose “Remote” and under “Server name” enter the ‘serverip’ where “serverip is the
address you wrote down from the command prompt.

r MS12001 - Cable Assembly Test System
. Database Settings Access Level
® Se C u r I ty m O d e S h O u I d b e This configuration window set the database parameters. From this
“ . . ” window,dyou can change your server name and your database M Cperator | W Supervisor |
ssward,
SQL Server Authentication”. a
System Measurement Options Acquisition Database | User Access | Display | Switch Config | Power-Level
Connection Parameters Automatic Backup Schedule
H o 124
o User name IS Iq12001b Server name:
m |ocal | = Remote |192. 168. 1. 150] m Daily m Monthly |

Security mode: ISQL Server Authentication ;I  Weeky | W OnReguest |

i i “ User name: g
Password is “Exfolq12001b. :ifi]f ttttt ]

On the I vI of every month
Database name: IIQlZUUlE

° CI ic k ”A p p Iy” . Rectore Start backup at: IT : IT (24-hr dock)
Keep badkup for: IS day(s)

Manual Backup

Restore Mow
Start Backup Mow |

Password:

Il,r'2?,f'2tl 15 12:15:00 PM - expires 2/1/2016 12:15:00 PM LI

‘ Update Selection |

* You are now connected to

History

the remote database. Show isory
L
Apply Cancel Help Wl Exit
Status : Ready | Supervisar | 1/28/2016 11:58 AM
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